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Chapter 3. Sharing data between threads

3.1 Problems with sharing data between threads
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3.2 Protecting shared data with mutexes
mutexFSRSEIIN 2 MEEMNIGFEXHEF (mutual exclusion) .

3.2.1 Using mutexes in C++
mutexzHlockMunlockfXFE 7775, BAREEHEERXMEENAPL
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3.3.2 Structing code for protecting shared data
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Don’t pass pointers and references to protected data outside the scope of the lock,
whether by returning them from a function, storing them in externally visible
memory, or passing them as arguments to user-supplied functions.
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3.2.3 Spotting race conditions inherent in interfaces (R¥#ZECOHHIANTE
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& [R5 HF T AR ERIstack:
e bool empty()
o size_t size()
o T& top();
e T const& top() const; // E#
e void push(T const&);

e void pop();
R T fEstackE P E SIRIEM T &B(race condition):
o FHEBIRIE, empty()Stop(lEIHITEA:
if (Is.empty())

{

int const value = s.top();

}
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if (Is.empty())

{
int const value = s.top(Q);
s.popQ);
do_something(value);
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stack<vector<int>> s2(sl);
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TEEBRHEERNIER.

1 B 5|AE#%E (Pass in a reference)

vector<int> result;
some_stack.pop(result);

T2 EIENBEoER P AR ITFMERE (Require a no-throw copy constructor or
move constructor)

Y3 REl—MEE#ETTERES (Return a pointer to the popped item)
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3.2.4 Deadlock: the problem and a solution
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B, C++imERERMT A UERlockZ M mutexfy 535!

lock(lhs.m, rhs.m);
lock_guard lock_a(lhs.m, std::adopt_lock);
lock_guard lock_b(rhs.m, std::adopt_lock);

3.2.5 Further guidelines for avoiding deadlock
RETESMESLERER, HLEEHNESERL

3.2.6 Flexible locking with std::unique_lock
RBE T —MAETF3.2.47, ATER“Elock% mutex’#IEMIZE — — unique_lock:

unique_lock<mutex> lock_a(lhs.m, std::defer_lock);
unique_lock<mutex> lock_b(rhs.m, std::defer_lock);
lock(lock_a, lock_b);
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3.2.7 Transferring mutex ownership between scopes (FEFRE{iGiEFEE
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3.2.8 Locking at an appropriate granularity (BLES BRI HN$H)

3.3 Alternative facilities for protecting shared data
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3.3.1 Protecting shared data during initialization
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shared_ptr<some_resource> resource_ptr;
if (resource_ptr == nullptr)

{

resource_ptr.reset(new some_resource);

}

resource_ptr->do_something();
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shared_ptr<some_resource> resource_ptr;
mutext resource_mutex;

void foo()
{
unique_lock<mutex> 1k(resource_mutex);
if (resource_ptr == nullptr)
{
resource_ptr.reset(new some_resource);
ks
1k.unlock();
resource_ptr->do_something();
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(Double-Checked Locking)/&= :

void undefined_behaviour_with_double_checked_locking()

{
if (resource_ptr == nullptr) // ifl
{
lock_guard<mutex> 1lk(resource_mutex);
if (resource_ptr == nullptr) // if2
{

resource_ptr.reset(new some_resource);

}
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resource_ptr->do_something();
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once_flagZE& lcall_onceFiEMIGIA
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shared_ptr<some_resource> resource_ptr;
once_flag resource_flag;

void init_flag(Q)

{
resource_ptr.reset(new some_resource);
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void foo()

{
call_once(resource_flag, init_resource);
resource_ptr->do_something();
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3.3.2 Protecting rarely updated data structures
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(reader-writer mutex)

3.3.3 Recursive locking
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